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Big route leak shows need for
routing security

July 22, 2020 by Aftab Siddiqui Leave a Comment

Yesterday saw another significant routing incident in the global BGP routing system, once
again highlighting why it's important for network operators to be implementing good

Search this website
routing security practices.

The following pictures should give you an understanding of what we’re going to be Recent Posts
discussing:
> What is BGP prefix
hijacking? (Part 1)
AS264462 IPv4 Route Propagation

How to Secure Routing in
- the IXP Route Servers
e
/
A Look at Route Origin
Authorizations

Deployment at DNS
Registries
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Knowledge Sharing and

i Meaningful Conversation
at InterCommunity 2020:
Securing Global Routing

https://www.manrs.org/2020/07/ , '/ et TWE, Rogar,
big-route-leak-shows-need-for-routing-security/ \\w——\‘\ SR
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Incidentes de roteamento

=

* Excesso de confianca nos protocolos, em particular no BGP

 Ma configuracao
* Nao intencional
* Bugs de software

* Maliciosa
« Concorréncia
» Contestando espaco nao utilizado

» Ataques dirigidos .
* Redirecionamento de trafego
» Espionagem ou modificacao de trafego Il
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MANRS - boas manelras na Inter'r\Ml'R
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 Mutually Agreed Norms for Routing Security (MANRS)

* Propbem um conjunto de boas praticas de seguranca de
roteamento

* Quatro principios basicos e conhecidos de longa data:
» Prefix filtering (prevenir propagacao de informacoe:
roteamento invalidas)
e Anti-spoofing
« Coordenacao e comunicacao
 Validacao global (IRR/RPKI)
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Anti'SpOOﬁ ng

Cartilha de protecao € B
g

contra o IP Spoofing

PROTECAO

Digee % % »

Pacote falso aceito

http_s_,_://www_.rnp.b_l_'/arqui_vos/ S https://bcp.nic.br/antispoofir
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Anti-spoofing 'WTR

e Uso de filtros baseados em ACL

* Uso de RPF (Reverse Path Forwarding check)
 Modo strict / loose

Top Ten Spoofer Test Results (for the last year)

Client | Spoofin
by Country ;511 ko] 1P blocks
bra (Brazil) 2862 535 (18.7%)
ind (India) 1578 381 (24.1%)
usa (United States) 4505 238 (5.3%)
egy (Egypt) 179 [63(35.2%)
arg_(Argentina) 191 62 (32.5%)
rus (Russian Federation)|301 41 (13.6%)
tha (Thailand) 405 36 (8.9%)
aus (Australia) 602 35 (5.8%)
pak (Pakistan) 163 35 (21.5%)
can (Canada) 449 34 (7.6%)

https://spoofer.caida.org/summary.phy
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https://www.rnp.br/noticias/rnp-entra-para-o-projeto-rpki-de-seguranca-de-
redes-mundial

L*L‘ Eﬁgmum Sistema RNP Servigos Inovacéo Noticias & Eventos Sobre AAA+ |© Q
ENSINO E PESQUISA

f @ in B

Temas RNP entra para o projeto RPKI, de

Capacitagéo

Comunidades seguranca de redes mundial
Conectividade Conectividade - 10/09/2020 f , in @
Eventos B SR T EET

[GTER] RPKI no Registro.br

Frederico A C Neves fneves at registro.br
Thu Dec 12 16:35:39 -03 2019

¢ Next message (by thread): [GTER] RPKI no Registro.br
o Messages sorted by: [ date ] [ thread ] [ subject ] [_author ]

Prezados,

0 servigo RPKI conforme apresentado no GTER48 [1], j& encontra-se

e ftp://ftp.registro.br/pub/gter/gter48/03-RPKI-Registro.br
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» Autenticacao da origem
* Protege contra prefix/subprefix hijacking

» Adiciona certificados digitais a recursos de rede,
associando-o0s com seus proprietarios

e Route Origin Authorlzatlons (ROASs) + Chain of trust

_____________

2 RPKl cache ; Verify signature
| .

repOSItOI'Y 1.2/ 16 AS1

|
|
|
|
|
|
|
Fonte: Jumpstarting, Avichai, :
SIGCOMM !

— e o E— o e
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RIPE NCC's Root Certif cate

AllRIPE NCC's
resources

Root public key VD\/

Signature v G R

v

LIR’s Certif|cate

| T
IESEUIEES
LIR's public ke *

Signature

e A

Root's (RIPE NCC)

private key
ROA
IP Range e—————
LIR's AS Number AS123
private key
Max Length /24
Signature Zd

v

Fonte: bgp-operations-and-security (RIPE)
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https://www.nlnetlabs.nl/projects/rpki/rpki-

"\I’\"\I\l*‘:ﬁﬁl



RPKI - Desafios WIR
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e Capacitacao
* https://tutoriais.semanainfrabr.nic.br/files/apresentacao/arquivo/803/
RPKI.pdf

* Operacao

 Modo delegado do NIC.br @

On 2018-11-12 @Orange_France AS3215

* Manutencao dos ROAs vt 175, unfortanately they didn®t update
. 7 o their #RPKI ROAs causing big junks of IP
) O q u e fa Ze r CO m rota S | nva I | d a S? space to become RPKI-unreachable.

° Termos do ARIN (Relying Pa rty Ag reement) Igfcrf;effgijgj:m unreachable IP

nusenu.github.io/RPKI-Observato...

* RPKI - protecao de origem, e o caminhc  =—=__
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Automacdo e orguestracdo da redd TR

 Reducao no uso da CLI e aumento do uso de

ferramentas de orquestracao ou solucoes baseadas em
Netconf, gNNI, gNOI, etc

« Automacao

e Sistematizacao

« Documentacao

* Controle de versao

e Teste

* Reuso

* CI/CD, Pipeline



Exemplo de pipeline

WORKSHOP

DE TECHOLOGLA DE REDES [X

Build Tests Image Acceptance Security Deploy

@ python-setup Y, @ T-smoke o @ docker_build o @ selenium o @ abuse_checker o @ deploy_kubernets o
@ 2-unit %) @ docker_check ) @ cve_scanner <
@ 3-style Y, @ docker_clean Y, @ performance_te... Y,
@ 4-smell c @ docker_push C

tps://www.youtube.com/linuxtips
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« Mudanca no mindset do operador de rede
 Conhecer as APIs, ferramentas e interfaces de gerencia
* Aproximacao com a area de Dev
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Outras tendéncias ‘WTR

* Uso de Machine Learning/IA para investigacao de
incidentes e caca as ameacas (Threat Hunting)

 Scan de vulnerabilidade, honeypot, ferramentas de
auditoria automatica de aplicacdoes web

* Analise de logs, visualizacao e curvas de tendencia
(Grafana, Graylog, ELK)
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