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Introducing AmLight Research and Education Network

* Adistributed academic exchange point
built to enable collaboration among Latin
America, Africa, and the U.S.

« Members: FIU, AURA, Vera Rubin
Observatory, RNP, Rednesp, RedClara,
REUNA, FLR, SANReN, TENET, and

i ’i‘:;, 1 Oca Ratﬂn

AmLight Express

Internet2
* Supported by NSF and members since a7y
2002 Antigt Pre A ortaleza

* 5Tbps of total capacity

* NAPs: Florida(3), Atlanta, Brazil(2),
Chile, Puerto Rico, Argentina, Panama, /
and South Africa Sntngds o2

* Infrastructure managed by a homemade
SDN controller: Kytos-ng
(github.com/kytos-ng)

Sao Paulo

4/ /e Q.
Cape Town =
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Programmable Infrastructure and Telemetry in numbers

Network in numbers: .
Telemetry in numbers

® Connectivity:

e 1.2 Thps between US and Latin America ° Fer-packet network telemetry:

e 1.2 Tbps to U.S/s IXPs * ~5Mpps // 92 TB/day

¢ 41x 100G network links

e ~38 P4-based programmable switches * Centralized Syslog

e 6x Routers e 187 devices // ~977,000 entries/day

e 7x Optical Data Center Interconnect

Transponders « +SNMP / sFlow / IPFIX / JTI / gNOI / gRPC
® Network measurement « 15+ Grafana dashboards, several Zabbix
Instrumentation dashboards, customized scripts

e 11x PerfSONAR nodes

* 1x Traffic Generator « XDP/EBPF, Netronome SmartNICs, Nvidia

* 6x SmartNICs BlueField 3 DPUs collecting telemetry

e Dedicated Programmable switches

8 OpsSteward.ai
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Use Case: Vera Rubin Observatory Operation

e The Vera Rubin camera takes a picture of the southern sky every 30

seconds, and produces a 13GB dataset
e Each dataset must be transferred from Chile to California within 7 seconds,
inside the 30 second transfer window

e Constraints:

® Distance from the Chile to California: 12,000 miles and RTT is 220+ ms

e 0.00001% of packet loss will compromise the Rubin Observatory image
transfer workflow

e Challenges:

e How to operate the network to guarantee deliver of the 13GB dataset within
the 7s window?

e How to recover from events and continue to deliver the 13GB datasets on
time?

8 OpsSteward.ai
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AmLight: 20+ Years of Innovation

® 2005-2010: Building international R&E connectivity

® 2010: Pioneer using on legacy submarine systems
® 2013: using OSCARS / NSIv2 in production

® 2014: Migration to Software-Defined Networking ( )

® 2018: Acquired on a submarine system (Monet)

® 2020: Programmable switches with P4 and
(INT)

® 2021: Deployment of a homemade network orchestrator: Kytos-ng SDN
® 2024: Use of traffic generators to continuously evaluate link quality

® 2026: Activated between the U.S. and Latin
America

® What should we do next?

8 OpsSteward.ai
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Understanding Al vs GenAl vs LLM

® Artificial Intelligence

e Traditional ML
e Computer Vision

e Robotics

e Expert Systems

Generative Al

e Generative Al

e Image Generation Artificlal Intelligence

e Audio Generation
e LLMs

Statistical ML Transformers

Symbolic Al GPUs + Deep
Learning

@ OpsSteward.ai
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The Transformer

Output probabilities

The Evolution of Language Models [ e ]
. ( - ) Decoder
® From Sequential to Parallel: , | \
: Encoder [ Add&Norm <
® Older models processed language sequentially : '
. il MLPs ]
and lost context over time > Add&Norm | r
® Transformers enable and [ ML'PS ] ([_Add&Norm <
ICi ing. Mult-head
efficient scaling ' Alfténtf; ]
L Add & NormJ
. . .I [ Add&Norm J<—
®The Power of Attention: Introduced n the e (s W}_heac]
2017 paper , i . J At
thIS meChan|Sm i oy '_}EP Positional encoding %—-)EII—)
ha N d I I ng Embeddings [ Embeddings
long-range context. I | +
Input sequence Target sequence

i ) i i _ Attention in Action
® Impact: Like intelligent path selection in a

network, this architecture enabled the
development of modern Large Language
Models (LLMs). = The model dynormicall routes 1T fo Toufer. bypassing Troffic a

*The router forwarded traffic to Miami because IT had
lower latency.”

@ OpsSteward.ai
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How LLMs Work

e At the core, LLMs predict likely next tokens based on context.

e They are probabilistic systems, not deterministic databases.

38%

router

firewall 27%

“The network engineer configured the...”

22%

switch

13%

VLAN

LLMs are probabilistic completion engines.

6 OpsSteward.ai
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Context Window

e LLMs have no memory 128k

Typical Token Limit

e Context Window is the “memory” in “conversation”

e The model only “remembers” what fits in context.

e Active working memory limit.

eLarge context windows:

* increase cost, reduce focus, and lead to hallucinations

e Hallucination = Buffer overflow/dilution of attention.

e Suggestion: Stay under 150-200k tokens

8 OpsSteward.ai
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Extending the power of LLMs

TRAINING RAG
Knowledge is baked in Knowledge is retrieved

1. Training vs RAG

Two paths to knowledge. L — > > o ® |
B -0 B8
@ Training = Internalize il
: Vector ’4
@ RAG = Retrieve Database ~__ __ e

Slow to update, expensive Real-time, up-to-date

L= [_ @ Files

(@
,---»l =] Databases

2. MCP (Model Context Protocol)

A standard way for models
to connect to tools and data.

Request

g

________ > MCP _________,(OAPIS

Model Context 4 =
Response Protocol 3y SSseny I E Applications

-
T @ Web / Search

O== o &
3. Guardrails Guardrails i 25 Safe & Helpful
' Safet ey \:/ g l\?%’" —— Response
Keep Al outputs accurate, . [ VARodiELy R N
safe, and aligned. v/ Relevance LLM
User Input +/ PIl Detection o BT,y S
+ PolicyCheck | =~~~ (X J e — - > ocked/Modifie
L ) == Response

6 OpsSteward.ai
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LLM Training vs RAG

15

Category

LLM Training

RAG

Knowledge Source

Internalized into weights

Retrieved dynamically

Update Speed

Slow

Fast

Training Cost

Very high

Low—moderate

Inference Overhead

Lower retrieval overhead

Additional retrieval steps

Context Window Usage

Minimal

Consumes context capacity

Best For

Stable large-scale knowledge

Dynamic/private knowledge

Hallucination Reduction

Limited

Better grounding

Infrastructure Needs

GPUs + distributed training

Vector DB + retrieval pipeline

Enterprise Data

Hard to keep current

Easy to update

Operational Complexity

Training-heavy

Retrieval-heavy

Training and RAG are complementary strategies.

6 OpsSteward.ai
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Model-Context Protocol - MCP

e An open standard to connect Al to

data sources.

e The 'Control Plane Protocol' for Al After

AI Application
(LLM, Saas, ...)

e Agents can finally interact with

Unified API l

tools using a standard protocol.

MCP
Model Context Protocol

e Replaces custom integrations with
a unified API bus.

e Grafana, OpenSearch, Elastic,
Zabbix, all of those have support
for MCP.

8 OpsSteward.ai
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POTENTIAL RISKS GUARDRAILS SAFE OUTCOMES

. 1. Define Boundaries Establish what the Agent ‘6‘ ::j"e’c“t'i’:n -y {} 1 Y;g(:u
@ Defining operational boundaries can do and what it must — \, —
and output schemas. produce. e T ) i
ali
——— = = >=] " Commands ™~ . —> | <> YAML
%% 2. Input Filtering A, Validate and sanitize all R X .
Stopping prompt injections i;p”f beforad}iey.reach w, | Malicious )'( | ©) Safe
and unsafe inputs. | the Agent. '\,I‘ Inputs ‘ > Netion
s ST J
s '
: — - XK Guardrails —
> 3. Exgcutlon B_IOCkS Block or restrict high-risk e Data et Policies » Filters » Validators 3 Approved
— Pl’eventlng deStI'UCtlve CL' Opefati ons (e. g. 'DROP TABLE.) w Exfiltration . Rules  Monitoring Response
commands and system actions. . x A
/
@ Out-of-Scope _ - . o | Logged &
4. Schema Enforcement Validate output structure ' Requests | sl itored
{ } Ensuring the Al only outputs V| to ensureicofTectness ) :
valid JSON/YAML. and consistency. '
The 'ACLs and Firewalls’ of Al.
= 5. Observability & Audit Track behavior, detect Protect the system. Protect the data.
."@ Logging, monitoring, and Q anomalies, and enable Build trust in every action.
traceability of all actions. accountability.
[ @ Guardrails don'’t limit Al — they enable safe, reliable, and trustworthy systems.

OpsSteward.ai
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Local LLM Inference

Run powerful models locally via Ollama, vLLM, etc.

WHAT IS IT?

Running LLM inference on your own hardware

% instead of relying on cloud APls.
@ WHEN TO USE

Data Sovereignty
Keep sensitive data and models within your control.

@ Keep IP Off the Cloud

Running inference locally (via Ollama or vLLM)
keeps your intellectual property off the cloud.

Zero Network Latency
Eliminate network hops for faster, more reliable responses.

Air-Gapped Ready

Perfect for secure, isolated, or air-gapped environments.

;
QE THE TRADE-OFF

What this includes:

) You must manage the v/ GPU acquisition & capacity planning
eeed hardware infrastructure, v Drivers, CUDA, and dependencies
including GPU. v Monitoring, scaling, and maintenance
v Power, cooling, and physical space

THE RIGHT GPU MAKES THE DIFFERENCE

o5

GAMING GPU DATACENTER GPU Al ACCELERATOR

(==) Built for scale, reliability, Purpose-built for Al

Great for gaming and - -
= . (=) = VT S i e
content creation. VTR and 24/7 workloads. = - training and inference.
vs - i
Limited for large Higher throughput, Maximum performance
model inference. stability, and VRAM. and efficiency.
From 100s PERFORMANCE & VALUE To 10s of
i R T R T e e L L R S T U O »  hundreds of dollars

Run where it makes sense. Own your data. Control your stack. Unlock the full potential of Al on your terms.

18
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Graph Databases

Model reality as connected data. Discover truth in relationships.

Stores Nodes | Relationships | Neodj: Hard-wiring )

3 ) i X The Topology Map -
(entities) and Edges become first-class relationships to 5 e Topology Map Example (Dependency Mapping)
(relationships). citizens. eliminate hallucination. HGHS o Ior i o s

Nodes and Edges.
Everything is connected. Query alild reason over | The database enforces Perfect for Dependency ) DEPENDS_ON [
connections naturally. what's actually connected. Mapping. @ Service A J ;L @ Service B

Hard-Wired Truth USES CALLS PUBLISHES_TO
If a Vector DB finds things that sound similar, l

a Graph DB finds things that are actually connected. Y

CONSUMES
‘ o ™ [ @ Database} [ @ Service C }: ( - k> Kafka Topic]
Vector DB (Similarity Search) Graph DB (Connected Truth) n

L HOI v,

ot AR R

oiern n0%ie 0 . ' . . ° 0 399 60 : L BACKS-UP-TO( V
@ Finds things that sound similar. @ Finds things that are actually connected. < L @ S3 Bucket J
@ No guaranteed relationship. @ Relationships are explicit and enforced.
@ Leads to hallucination. @ Eliminates hallucination.

@ From disconnected data to connected intelligence. | o@ Better context Accurate reasoning @ Confident decisions

6 OpsSteward.ai

= AmLight

Al-Assisted Network Operations The Next Frontie

19



Al Concepts vs Network

Al Concept Networking Analogy

Tokens Packets

Context Window Buffer/queue memory

MCP Standardized protocol/API
Embeddings Routing coordinates

Agents Autonomous controllers

RAG External lookup/knowledge plane
Transformer Attention Dynamic path selection
Hallucinations Routing loops/bad telemetry
Vector Search Similarity routing

8 OpsSteward.ai
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OpsSteward.ai: Al-Native Network Operations Platform

e Al-driven operational intelligence platform to support SLA-based science drivers
and R&E networks

e Transforms operational data into intelligent network operations

e Designed for large-scale SDN, optical, and multi-domain infrastructures

e Integrates topology, telemetry, logs, services, and operational context into a unified
knowledge graph

e Combines Data, Graph intelligence (Neo4j), Retrieval-Augmented Generation (RAG), and
locally-hosted LLMs (vLLM)

e To build Al-assisted operational workflows

e Built to support:

e Faster troubleshooting, intelligent automation, root-cause analysis, SLA awareness, MOP
writing, and autonomous operations

e Developed for environments where reliability, observability, and operational
scale are critical

8 OpsSteward.ai
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OpsSteward: How it works

® Reports network and policies inconsistencies, Correlates events, Notify
operators, Create MOPs, Supports report-writing activities

® Operational answers cite the system of record, not model memory.

® Every decision is recorded for accountability and troubleshooting
purposes.

® OpsSteward is not only chat. It is an evidence layer over network
operations.

® Operational Intelligence Through Context and Reasoning

8 OpsSteward.ai
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WHO USES IT

5;-33 WAYS TO INTERACT .
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NOC Engineers Network Operators IT / DevOps

DATA & TELEMETRY SOURCES

Network Source
of Truth

“1 nautobot  Topoogy
! IPAM

Inventory
Endpoints

SDN Controller
& Service State

Nodes & links
EVC paths

Juniper Evidence

JU ﬂ!Per Cornfig exports

BGP /BFD
Interface events

Optical Context

LO/ L1 support

Other Sources

Syslog and files
Documents
Time-series data*

KEY

——>» Data/ Evidence

----p API/ Control

- - - =P Drafts / Integration*
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Explicit tool / scope checks

Graph + document evidence
Interaction and routing audit o F aStAP I Model-serving adapters

Versioned API contracts API access for operators

A
]
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OBSERVABILITY, SECURITY & GOVERNANCE AMLIGHT DEPLOYMENT
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Audit &
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Authentication Provenance Backup
&RBAC & Policy & Restore A

V2:read, analyze and draft - Human authority - No enabled production network-write path
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oo O
Runbooks Change External

Ticketing Slack & MOPs Proposals MCP*

V2 DESIGN PRINCIPLES

</ Evidence with source provenance < Authenticated, scoped access
</ Human control over decisions < Auditable tools and model use
</ Topology and service context < Adapters beyond AmLight

</ Explicit gaps and uncertainty

* Planned / not yet established

Built with
OpenAl Codex
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The Knowledge Graph & Operational Intelligence

Neo4J/Graph Database builds all relationships
- Physical vs L1 vs L2 vs L3 vs Services vs
Policies

DATA & TELEMETRY SOURCES

_ Historical State (up/down per item) — | INGESTION & KNOWLEDGE GRAPH & OPERATIONAL INTELLIGENCE
etwork Source mports
_ of Truth & Events PERSISTENCE
; :..: nUUtDth Topology LogSteward Devices Services
TopoSteward builds topology from Nautobot inventory
Endpoints
(network source of truth) Interfaces Paths
SDN Controller C - kafka
& Service State 1
TopoSteward queries Kytos and Juniper devices odes & inks Hnie ne04j Observations
for service information %
: IP Prefixes Events
Juniper Evidence :
LogSteward listens for events coming from Juniper  Goroeors i @ Locations Findings
NE MO, : | PP T S d rofi
Kafka Interface events ] opoStewar: Prsjeocili(ce)ns

Optical Context

Syslog-ng server parses events and pushes to
Kafka

LO/ L1 support

ED ) T ot Ta $0%
PostgreSQL @ U;(Z U ‘3""-1- =l \8/

Shared-risk Historical Graph Impact Event

Context State Queries Evidence Correlation
A

Other Sources

With topology, service, and network state, Sydog ad e
OpsSteward can: —T—  Time-series data’
* |dentify shared infrastructure and track risk

* Create SLA reports

* Correlate events

¢y OpsStewardai =, AmLight [, 8
PAS Al-Assisted Network Operations The Next Frontier e



WHO USES IT

5;-33 WAYS TO INTERACT .

O @)
£ N

NOC Engineers Network Operators IT / DevOps

DATA & TELEMETRY SOURCES

Network Source
of Truth

“1 nautobot  Topoogy
! IPAM

Inventory
Endpoints

SDN Controller
& Service State

Nodes & links
EVC paths

Juniper Evidence

JU ﬂ!Per Cornfig exports

BGP /BFD
Interface events

Optical Context

LO/ L1 support

Other Sources

Syslog and files
Documents
Time-series data*

KEY

——>» Data/ Evidence

----p API/ Control

- - - =P Drafts / Integration*

-cb- OpsSteward.ai v2

Al-Assisted Network Operations

= 0 ® @ & =T

WHAT THEY GET

- g2 pL P

Al Assistants* External Systems Operational Topology & Event Recommendations Human
(SRE) & Integrations* Web Ul Natural Language APIs (REST) External MCP* MOP Workspace Evidence Service Impact Investigation & MOPs Review
(Operator Console) (Chat)
A 4
\ 4 v ﬁ
INGESTION & KNOWLEDGE GRAPH & OPERATIONAL INTELLIGENCE OPSSTEWARD MODULES Al & INTELLIGENCE LAYER
Imports
& Events PERSISTENCE @ TopoSteward DOCUMENT RETRIEVAL
[~ Devices Services Source ingestion | B = .I"f\' — 3
LogSteward © Topology and inventory s ::—@ — d, ?\:“; ----r - —
- Kytos + Juniper imports w e
Extract PostgreSQL Vector search®
Interfaces Paths & chunk Full-text search Store TBD
N kqfka - LogStgward A
Operational events ¢ -1 A 4
i - . - Kafka + syslog replay
Links qeo4j Observations LLM / OlI
> solV ama Routing & synthesis
SVSIOg'ng ;. ’ i - BoundZdtozI use
©NE LLM provider
IP Prefixes Events @ Status & Evidence ¢ -- : 5
Platform observability v A\
OPSSTEWARD Al CAPABILITIES
Locations Findings
! (' :'_,3: TopoSteward Profile Powered by:

Status
Metrics

. , N
i-p Projections @ Service Profiles '
Define Service Configuration - Mistral Al

Natural Language

Understanding
- [OXN
> a 7t ol - , .
' i ©00 _, ;
PostgreSQL 0,0(: olo e Y] ,, Investigation & MOPs -i@% A
Shared-risk Historical Graph Impact Event @ Ol IR N Event Synthesis IBM Granite

. Context State Queries Evidence Correlation - MOP draft workspace Correlation Evidence

I

l A i

4 \ 4 Y

Authentication & RBAC API & SERVICE LAYER MCP orchestration service MOPs & EXTERNAL INTEGRATIONS

Explicit tool / scope checks

Graph + document evidence
Interaction and routing audit o F aStAP I Model-serving adapters

Versioned API contracts API access for operators

A
]

Y

OBSERVABILITY, SECURITY & GOVERNANCE AMLIGHT DEPLOYMENT

i

Audit &
Query Traces

AANVIDIA. ®k

authentik DGX Spark
Authentication Provenance Backup
&RBAC & Policy & Restore A

V2:read, analyze and draft - Human authority - No enabled production network-write path

A £,
oo O
Runbooks Change External

Ticketing Slack & MOPs Proposals MCP*

V2 DESIGN PRINCIPLES

</ Evidence with source provenance < Authenticated, scoped access
</ Human control over decisions < Auditable tools and model use
</ Topology and service context < Adapters beyond AmLight

</ Explicit gaps and uncertainty

* Planned / not yet established

Built with
OpenAl Codex




Where and How Al supports OpsSteward

Al & INTELLIGENCE LAYER

Knowledge Base via RAG
DOCUMENT RETRIEVAL

e Extract and chunk data into PostgreSQL / pgvector. )
* Enables AmLight to import private repositories, E‘g &
. PostgreSQL Vect h*
reports, and internal documents. Extact Fultort soarch  Store 18D
 “Help me understand how the “evc_manager” tool
works
* “What is AmLight?”, “Who are AmLight Next P~ vLLM/Ollama 2| ©). Routing & synthesis
Frontier project’s Pls?” Sl L provider A I 2y Poundeatodiuse
LLM provider chosen was vLLM (vlim.ai)
e Parallelization OPSSTEWARD Al CAPABILITIES
e Supports several models (depends on the GPU Powered by:
VRAM) Natural Language E Mistral Al
Understanding
OpsSteward’s models: N
« Mistral-7b * Elent /s N
Correlation Ewégﬁ%.es IBM Granite
* |IBM Granite

* Small models for faster processing

@ OpsSteward.ai
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Interfaces Paths & chunk Full-text search Store TBD
LogSteward
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sy5|°g'ng ; Bounded tool use
©NE LLM provider
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I Define Service Configuration - Mistral Al
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1
Other Sources ! :  § A
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Syslog and files | M
1
?Kgﬁ:;;ss data* Authentication & RBAC API & SERVICE LAYER MCP orchestration service MOPs & EXTERNAL INTEGRATIONS
Explicit tool / scope checks Graph + document evidence — ?Q’? £, @
- - — Cel
Interaction and routing audit o F aStAP I Model-serving adapters 00 he)
Versioned API contracts API access for operators Ticketing* Slack* Runbooks Change External
. 9 & MOPs Proposals MCP*
1
Y
KEY OBSERVABILITY, SECURITY & GOVERNANCE AMLIGHT DEPLOYMENT V2 DESIGN PRINCIPLES
——» Data/ Evidence a == _@_ </ Evidence with source provenance < Authenticated, scoped access
& [p = <NVIDIA
- & - @ </ Human control over decisions < Auditable tools and model use
----p»  API/ Control avthentik DGX Spark . .
</ Topology and service context < Adapters beyond AmLight
Status Audit & Authentication Provenance Backup
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V2:read, analyze and draft Human authority

No enabled production network-write path * Planned

Built with
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How do we evaluate accuracy and safety?

30

StewardBench

MEASURE - COMPARE - IMPROVE

Independent evaluation and
benchmarking platform for Al-assisted

network operations systems.

Curated operator questions

Evaluates answer quality

Measures latency, performance, efficiency
Validates structured output correctness
Tracks regressions and improvements
Preserves answers and evidence

n

o

Test Questions
& Evaluation Runs

—

Answers, Evidence

NOQC

Network Operations
Query Corpus

Reference dataset of
realistic network-operator
questions with reviewed
interpretations

Operational terminology
Multilingual variations
Ambiguous requests
Unsupported concepts

Reference Data
& Test Questions

.

e

. _§ . -
“ 4 &
| 4 il
' 1 ® O '

Adversarial Tests
& Security Scenarios

Behavior, Logs

OSAL

OpsSteward Adversary Lab

Independent security testing lab
for OpsSteward.

® Adbversarial Al tests (prompt injection,
poisoned retrieval content)

Tool boundary testing

Broader security scans (dev clone)
Preserves evidence

Tracks findings and trends
Internal dashboard

& Performance Data ops Steward & Evidence
Al-ASSISTED o)
( EVALUATES ) NETWORK OPERATIONS STRENGTHENS |
QUALITY \ SAFETY
PERFORMANCE ROBUSTNESS
ACCURACY SAFER GUARDRAILS
RELIABILITY HIGHER QUALITY TRUST
BETTER PERFORMANCE
HIGHER IMPROVED \  STRONGER
QUALITY .I PERFORMANCE n SECURITY

REAL QUESTIONS.

SAFER ANSWERS.

GREATER IMPACT.
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“What are the most unreliable links this month?”

A)‘— OpsSteward

Al FOR NETWORK OPERATIONS

OPEN NETWORK OPERATIONS ASSISTANT

What are the most unreliable links this month?

KNOWN QUESTIONS

What are the most unreliable links this month?

Production devices

BUE-BTW-SWO02 Port 1 <->
SAO-SP4-SW03 Port 4

MIA-MI1-SW18 Port 1 <->
JAX-LUM-SWO01 Port 1

BUE-BTW-SWO01 Port 32 <->
SAO-SP4-SW03 Port 23

SCL-CIR-SWO03 Port 1 <->
SAO-SP4-SW04 Port 1

SAO-SP4-SWO03 Port 30 <->
BUE-BTW-SWO01 Port 1

BUE-BTW-SWO02 Port 32 <->
SAO-SP4-SW03 Port 28

Render topology

Interface timeline

L2Adjacency

SAO-BUE-100G-05

MIA-JAX-100G-02

SAO-BUE-100G-03

SAO-SCL-100G-01

SAO-BUE-100G-01

SAO-BUE-100G-04

AMLIGHT REFERENCE DEPLOYMENT

Interface impact PDU impact

ANSWER SOURCE

State
Changes

555

MI1 feed impact

O Auto O Knowledge Base

Total Ongoing Open
Downtime Down Downtime
5d 21h 30m 46s no

14h 50m 40s

1d Oh 23m 42s

18h 19m 39s

1d Oh 23m 44s

8 OpsSteward.ai
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Last Down

2026-05-25 13:28:25+00:00

2026-05-20 04:06:12+00:00

2026-05-18 18:39:05+00:00

2026-05-25 16:32:32+00:00

2026-05-18 18:39:05+00:00

2026-05-18 18:39:05+00:00

Status Admin

Last Up

2026-05-25 13:28:27+00:00

2026-05-20 05:08:49+00:00

2026-05-18 18:39:08+00:00

2026-05-25 16:34:31+00:00

2026-05-18 18:39:08+00:00

2026-05-18 18:39:08+00:00

The Next Frontier

Light

Dark mode

44 o
2% e
INQW
LINSE;

v )

#*&‘




“show me AmLight topology”

Background

Rendered Interactive L1 L2 L3 Contrast Graphite

Packet Optical Other Services @ Devices Interfaces IP Sessions Show AmLight network Download SVG Auto layout Full screen

SJU-H787-SW02

Port 2 — Port 2

m Port 31 « Port 31

MIA-MI1-SW12

Port 30 <> Port 32 Port 1 < Port 1

Port 27 « Port 27 m o

MIA-MI1-SW18 RNP WS-Ai-SP4-1

SCL-CIR-SW03 .

Port 28 «— Port 3 MIA-MI1-RT04

Port 9 « et-0/0/1

MIA-MI1-SW17

Port 4 « Port 30

Port29 < Port m l

ptp 1/2 «— ptp 211

MIA-MI1-RT05
ptp 1/3 « Port 32
Port 5 < Port 30
Port 30 <> Port 32 4
Port 4 o Po Port! RNEWS-5-sp4Rert 9 « et-0/0/1
POt 2 — Port 2 Port 2 « ptp U7
MIA-MI1-WS01 MIA-M11-SW14 ptp 1/8 «— Port 32
ptp HE 1 Rorbaft4 sitp 1/5 > Port 32 ptp 2/2 + ptp™1(1
ptp-1/9 — Port 29 plp 1/2 <> plp 112
Port 3 < Port 3
m m 6 LQ links o
. MIA-MI1-SW16
JAX-LUM-RTO01
m Port 32 « Port 32
S BUE-BTW-SW01 Part 32 «» Port 23 MIA-MI1-SW15 port DB 1252 ptp 112 @D  scrmwso ptp 1/2 > ptp 311
t- <+ Port P
€ Port1«—»god1 PoptS Aon 2
et-0/0/1 « Port 9 Port 1 « Port30__ Pq 32 < Port 32 ptp 33 Port s SAO-5P4-SW04
Port'29 « Por! 29 ptp 217« Fort 32 Port 27 < Port 27
Port 30 < Foes Port 32 «~Port 32 ([ ves ] PATTS1 1> Port 31
ort 30« Poit 29 Port 29 <+ ptp 1/9 Port 1 < et-0/0/2
Port 30 < ptp 2/3 o
Port 31 « Port 31 m )
Port | « ;‘)?'30’4’ . JAX-COL-WS01
JAX-LUM-SWO01 Port 2 < Port 2 Port 32 < Port 32 e Port:32 « et-0/0/1

Port 6 < Port.3

| K £
JAX-LUM-SW02 SAO-SP4-SW03

Port1 «Port 4
Dt A9 . "D "0

N - e A oA v

m Port 2 <> Part 2 Pod 31 o Port 31 Pl A%6° 283 D et-1/1/4  ptp.1/1 X
20°L0 liriks p F+



“Summarize what happened in the network last night...”

Al FOR NETWORK OPERATIONS

/" OPSSteward BRRUIRE === RENCE DEPLOYMENT Docs Status Login Dark mode

OPEN NETWORK OPERATIONS ASSISTANT

Summarize what happened in the network last night and highlight Rubin LHN impact

KNOWN QUESTIONS

Summarize what happened in the network last night and highlight Rubin LHN impact

Production devices Render topology Interface timeline Interface impact PDU impact MI1 feed impact

ANSWER SOURCE O Auto O Knowledge Base @® Graph DB

Operational events in last night: 2 interface flaps, 4 BGP flaps, 4 BFD flaps, and 300 EVC state changes. Raw state-change records: 4 interface events, 8 BGP events, 8 BFD events, and 300 EVC
events. A flap is a recovered down/up cycle; events are the individual state-change log records.

53 observed state events matched Rubin LHN using MOP Workbench desired_state.yaml. This is a v1.0 temporary service scope until Rubin LHN dependencies are modeled as graph service identity.
Known routed-session downtime in the window is 38s.

deterministic route: inspect_operational_timeline - Processed in 1.45s - No LLM call

8 OpsSteward.ai = AmLight {ﬁ}}
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{4

show me the top 20 used interfaces on Kytos”

Top 20 Kytos Interface Pairs by EVC Count

Top 20 active Kytos interface endpoint pairs ranked by the number of current EVCs.

6 LOMS-NNMT-XYT

How to read this chart

Each outer arc is one Kytos switch/interface endpaint.
Each chord connects one inter-switch stored A/Z endpoint pair.

Chord thickness is linearly proportional to active EVC count.

Caveat

Chord direction follows stored Kytos A/Z endpoint ordering, not measured traffic direction

Top pair: MIA-MI1-SW17 14 -> MIA-MI1-SW14 9 (12 EVCs)

JAX-LUM-SW02 15
MIA-MI1 .SW16 30

8 OpsSteward.ai
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“List all spare transceivers in Chile per type”

List all spare transceivers in Chile per type

KNOWN QUESTIONS

List all spare transceivers in Chile per type

Production devices Render topology Interface timeline Interface impact PDU impact Mi1 feed impact

ANSWER SOURCE | O Auto (O Knowledge Base @ Graph DB <7 Send

Recent Questions

List all spare transceivers in Chile per type Are LAB-MI1-SW01 and LAB-MI1-SW02 using the same PDU? Show me the top 20 used interfaces on Kytos
9/28/2026, 4:07:19 PM 9/28/2026, 4:07:12 PM 9/28/2026, 4:06:04 PM

Type Serial Interface Device City Rack

Ccw4 S0C290013 Port 10 SCL-CIR-SW04 Santiago DC11_044-005
LR4 DA190607216 Port 11 SCL-CIR-SW04 Santiago DC11_044-005
Unknown FNSRMYU4LA4KR Port 12 SCL-CIR-SW04 Santiago DC11_044-005

cw4 S19910051 Port 9 SCL-CIR-SW04 Santiago DC11_044-005

deterministic route: inspect_transceiver_inventory - Processed in 124ms - No LLM call

8 OpsSteward.ai
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Status Page — Monitoring all components

OVERALL

Ok

MODEL SERVING

Configured Runtime

Configured Model

MODEL
PRIMARY
ACTIVE
FALLBACK

Api

LATENCY
ENDPOINT
DETAIL

CHECKED

Neodj Gds

LATENCY
ENDPOINT

VERSION
DETAIL

CHECKED

EVENTS

mistralai/Mistral-7B-Instruct-v0.3

viim
viim
Fallback disabled

0 ms
local

OpsSteward API
process is
responding.

Sep 28, 2026,
4:07:57 PM

40.51 ms

http://mcp-
server:8001/neo4j/ru
ntime

2.13.10

Graph Data Science
plugin is installed.
Version: 2.13.10.

Sep 28, 2026,
4:07:57 PM

Neodj

LATENCY
ENDPOINT
DETAIL

CHECKED

Viim

LATENCY
ENDPOINT

DETAIL
CHECKED

Degradation And Transitions

LATENCY

Recent Checks

39.21 ms
neodj:7687

TCP connection
accepted.

Sep 28, 2026,
4:07:57 PM

2547 ms

http://vllm:8000/v1/m
odels

1 models visible.

Sep 28, 2026,
4:07:57 PM

Mcp Server

LATENCY
ENDPOINT

41.81ms

http://mcp-
server:8001/health

HTTP 200

Sep 28, 2026,
4:07:57 PM

DETAIL
CHECKED

Ollama DISABLED

LATENCY 19.9 ms

ENDPOINT local

DETAIL Ollama provider is

not configured.

Sep 28, 2026,
4:07:57 PM

CHECKED

Mcp Tools

LATENCY
ENDPOINT

DETAIL
CHECKED

LATENCY
ENDPOINT
DETAIL

CHECKED

o

Viim

MODEL
ENDPOINT
DETAIL

36.4ms

http://imep-
server:8001/tools

38 tools advertised.

Sep 28, 2026,
4.07:57 PM

Persistence

12.35 ms
local

Authoritative
PostgreSQL
persistence accepted
a read-only probe.
Standalone topology
mode is configured;
HA failover is
unavailable.

Sep 28, 2026,
4:.07:57 PM

mistralai/Mistral-7B-Instruct-v0.3
http://vlim:8000/v1/models

1 models visible.

Neodj Runtime

LATENCY
ENDPOINT

40.53 ms

http://mcp-
server:8001/neodj/ru
ntime

DETAIL Neo4j runtime checks

completed.

Sep 28, 2026,
4:07:57 PM

CHECKED

Artifact Storage

LATENCY
ENDPOINT
DETAIL

0.27 ms
Idata/artifacts

Writable. Free space:
2470.14 GiB.

Sep 28, 2026,
4:07:57 PM

CHECKED

OpsSteward.ai

Al-Assisted Network Operations

Checked Sep 28, 2026, 4:.07:57 PM

Neodj Query

LATENCY
ENDPOINT

40.51 ms

http://mcp-
server:3001/neodj/ru
ntime

DETAIL Neodj read query

succeeded.

Sep 28, 2026,
4:07:57 PM

CHECKED

Document
Storage
LATENCY
ENDPOINT
DETAIL

0.36 ms

/data/documents

2470.14 GiB.

Sep 28, 2026,
4:07:57 PM

CHECKED

Writable. Free space:

Refresh

Neodj Apoc

LATENCY
ENDPOINT

40.51 ms

http://mep-
server:8001/neodj/ru
ntime

5.26.27

APOC plugin is
installed. Version:
5.26.27.

Sep 28, 2026,
4:07:57 PM

VERSION
DETAIL

CHECKED

Logsteward
Kafka
LATENCY
ENDPOINT
DETAIL

6.86 ms
170.39.8.67:29092

TCP connection
accepted. Topic:
syslog-all. Consumer
group: opssteward-
prod-logsteward-
syslog.

Sep 28, 2026,
4:07:57 PM

CHECKED

No events in current window

No historical samples yet - 168h window




MOP Workbench — Al-assisted maintenance windows

SIGNED IN AS MOP Workbench Refresh

akadmin - admin Create persistent change-planning cases, capture missing data, draft MOP artifacts, and
preserve evidence without executing network changes.
Learning - John & Wick

MOP Waorkbench NEW CASE

Accounts

moving-rubin-to-the-new-juniper-mx-router - active - needs_review EVIDENCE COLLECTION

Moving Rubin to the new Juniper MX routers
Prompt Catalog Configure Rubin's EVCs to be physically disjoint and for the EVCs to terminate on the new routers JAX-LUM-RT01 and ATL-LUM-RTO1.

Knowledge Base

LA e ey Lt.earr.llng. Preplanning Data Gathering Desired State Gap Analysis Mop Drafting Operator Review Ready For Maintenance Evidence Collection Post Validation Closed
Stateful change planning is under

MOP Workbench.

AUTOMATED ACTIONS Action Comment
Run read-only evidence checks through OpsSteward, validate the desired state, generate implementation plans, then draft human- Optional audit note
approved MOPs.

Gather Data Generate Gap Analysis Validate Desired State Generate Change Plan Generate Juniper Config Generate EVC Plan

Generate Execution MOP Evidence Collection Post Validation

CASE METADATA
Title Service or Scope Owner Stage
Moving Rubin to the new Juniper MX routers Rubin LHN Jeronimo Evidence Collection

Status Risk Approval

Active Critical Needs Review

Description

Configure Rubin's EVCs to be physically disjoint and for the EVCs to terminate on the new routers JAX-LUM-RT@1 and ATL-LUM-RT@1.

Operator Comment

Optional audit note for this metadata update

Save Case Metadata

ARTIFACT
context.md

8 OpsSteward.ai
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earning —John & W

SIGNED IN AS
akadmin - admin

Search Review

Question, answer, or Unprocessed

Learning - John & Wick Loaded 100 interactions.

MOP Workbench

Accounts

Knowledge Base

Prompt Catalog

John triage is under Learning.
Stateful change planning is under
MOP Workbench.

Interactions 100

#113 OPEN  UNRATED

List all spare transceivers in Chile per type
Available transceivers in Chile: | Type | Serial | Interface | Device | City | Rack | Country | | --- |

auto - graph - 9/28/2026, 4:07:19 PM

#112 OPEN  UNRATED

Are LAB-MI1-SW01 and LAB-MI1-SW02 using the same PDU?

Power support comparison: SHARED. Shared target(s): MIA-MI1-PDU11, MIA-MI1-PDU12.
auto - graph - 9/28/2026, 4:07:12 PM

#111 OPEN  UNRATED

Show me the top 20 used interfaces on Kytos

Rendered the top 20 active inter-switch Kytos interface endpoint pairs ranked by current EVC
count. Direction follows stored Kytos A/Z endpo
auto - graph - 9/28/2026, 4:06:04 PM

#110 UNRATED

List production network devices

Device inventory for production network devices:
auto - graph - 9/28/2026, 4:05:57 PM

#109 UNRATED

How many transceivers in total at AmLight?

AmLight has 0 transceivers.
auto - auto - 9/28/2026, 4:05:52 PM

#108 UNRATED

How many Juniper routers are in use?

| could not map "Juniper are" to a graph entity that the local planner understands. Try one of:
BFDSession, BFDSessionState, BGPSession, BGP
auto - auto - 9/28/2026, 4:05:45 PM

OPEN  UNRATED

Refresh Export Regressions

#113 - auto - graph - 9/28/2026, 4:07:19 PM - text - summary
Not processed

List all spare transceivers in Chile per type

Answer
Available transceivers in Chile:

| Type | Serial | Interface | Device | City | Rack | Country |

e e E P P R

| CW4 | S0C290013 | Port 10 | SCL-CIR-SW04 | Santiago | DC11_044-005 | Chile |

| LR4 | DA190607216 | Port 11 | SCL-CIR-SWO04 | Santiago | DC11_044-005 | Chile |

| Unknown | FNSRMYU4LA4KR | Port 12 | SCL-CIR-SW04 | Santiago | DC11_044-005 | Chile |
| CW4 | S19910051 | Port 9 | SCL-CIR-SWO04 | Santiago | DC11_044-005 | Chile |

Replay Replay Replay Deeper

Planner Telemetry

{
"trace": {

"mode": "list",

“cypher": "MATCH (d:Device)-[:HAS_INTERFACE|HAS_PORT]->(i:Interface)-[:HOSTS]->(t:Transceiver)\n
WHERE (i.state = false OR toLower(toString(coalesce(i.state, \"\"))) IN [\"false\", \"disabled\", \"non-
enabled\", \"down\", \"inactive\"]) AND (toLower(coalesce(d.country, \"\")) CONTAINS toLower($scope_value) OR
toLower(coalesce(d.city, \"\")) CONTAINS toLower($scope_value) OR toLower(coalesce(d.facility, \"\"))
CONTAINS toLower($scope_value) OR toLower(coalesce(d.rack, \"\")) CONTAINS toLower($scope_value)) AND
(i.state = false OR toLower(toString(coalesce(i.state, \"\"))) IN [\"false\", \"disabled\", \"non-enabled\",
\"down\", \"inactive\"])\n WITH DISTINCT\n CASE WHEN toUpper(coalesce(i.part_id,
t.part_id, \"\")) CONTAINS 'CWDM4' THEN 'CWDM4' WHEN toUpper(coalesce(i.part_id, t.part_id, \"\")) CONTAINS
'CW4' THEN 'CW4' WHEN toUpper(coalesce(i.part_id, t.part_id, \"\")) CONTAINS 'LR4' THEN 'LR4' WHEN
toUpper(coalesce(i.part_id, t.part_id, \"\")) CONTAINS 'FR4' THEN 'FR4' WHEN toUpper(coalesce(i.part_id,
t.part_id, \"\")) CONTAINS 'AOC' THEN 'AOC' WHEN toUpper(coalesce(i.part_id, t.part_id, \"\")) CONTAINS '-DR'
OR toUpper(coalesce(i.part_id, t.part_id, \"\")) CONTAINS 'GB-DR' THEN 'DR' WHEN toUpper(coalesce(i.part_id,
t.part_id, \"\")) CONTAINS 'SX' THEN 'SX' WHEN toUpper(coalesce(i.part_id, t.part_id, \"\")) CONTAINS 'LX"
THEN 'LX' WHEN toUpper(coalesce(i.part_id, t.part_id, \"\")) CONTAINS 'LR' THEN 'LR' WHEN
toUpper(coalesce(i.part_id, t.part_id, \"\")) CONTAINS 'SR' THEN 'SR' ELSE 'Unknown' END AS type,\n
coalesce(t.serial, \"\") AS serial,\n coalesce(i.name, \"\") AS interface_name,\n
coalesce(d.name, \"\") AS device_name,\n coalesce(d.city, \"\") AS city,\n
coalesce(d.country, \"\") AS country,\n coalesce(d.facility, \"\") AS facility,\n
coalesce(d.rack, d.facility, \"\") AS rack\n RETURN type, serial, interface_name, device_name,
city, country, facility, rack\n ORDER BY rack, city, device_name, interface_name, serial\n
LIMIT $limit",

"params": {

"limit": 500,
"scope_value": "Chile"

Y
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Future

» Version 1.0 — Release-grade assistant (Q2/2026)

* Builds graph database from Nautobot and Kytos SDN controller and Syslog
events via Kafka

* Supports IP/VRF, L2 Services, PDU, event correlation
* Uses Ollama on a Nvidia DGX Spark

* Version 2.0 — Interoperable operations model (Q3/2026)
* Adds support for vLLM over Ollama on a Nvidia DGX Spark
* Adds support for Infrastructure Segments for Disjointness verification
* Parallelism, High Availability, Public MCP Server, new visual identity, tests

* Version 3.0 - Governed closed loop (Q1/2027)
* Agentic Al with Human approval in the loop for service orchestration

* Version 4.0 — Fully Al-based closed loop (Q3/2027)
* Fully Agentic Al with human notification for service orchestration

8 OpsSteward.ai

40 Al-Assisted Network Operations




" &y

Los Angsles ' l I .

Questions? Thank youl!

J ;..‘1_1[‘.‘
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OpsSteward @ AmlLight:
Putting Al to Work in Network Operations

Jeronimo “Jab” Bezerra

IT Associate Director Florida International University


mailto:jbezerra@fiu.edu
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