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MERCADO POTENCIAL
PARA TECNOLOGIAS
QUANTICAS ATE 2040

Computa-«o0 Qu®©nti ca

$45B 1 131B*

~$198B1 e

Sensores Quonticos

($0.9-2.0T Economic Value ) $185 | 31B*

Me ado sti mado at® 2040

Fonte: Quantum Technology Monitor i McKinsey & Company - June 2025



Tecnologias Qudnticas 2.0

S5 QuiiN

Computqgéo Criptografia e
Quantica Comunicagao Quantica

Sensores
Quanticos

Teoria de Informacao Quantica & Principios da Mecanica Quantica
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Criptografia
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Criptografia
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Ameaca Qudntica

RSA-2048 -
RSA-1024 -
RSA-512
x solved RSA challenges
- linear regression
X —== projected continuation
X quantum threat
1990 2000 2010 2020 2030
https://nexenio.com/blog/werden - quantencomputer

das - internet - unsicher - machen

S QuiiN

Algoritmo de Shor quebra chaves

assimetricas (ex: RSA)

Algoritmo de Grove enfraguece chaves

simétricas ( ExS AES)



Tipos de criptografia

Simétrica Assimeétrica
A Alice e Bob usam a mesma A Alice e Bob publicam sua chave
chave pY¥%bl i1 ca
A A chave ® privadaAChavesr @piud) i cas encri pt am
mensagem

A Chaves privadas decriptam

A Ex: One-time pad e AES A Ex: RSA

oo _
Cifra

Alice



One-time Pad

Alice

o

Cifrar:

0100101110110110 - Mensagem
1101010110101011 - Chave
1001111000011101 - Cifra

D

Cifra

Bob

A

Decifrar:

D

1001111000011101 - Cifra
1101010110101011 - Chave

0100101110110110 - Mensagem

10



Criptografia assimétrica

Alice Chaves publicas Bob
encriptam a mensagem
o O e as privadas decriptam
Chave
__________________ publica e (ks
'de Bob %HA?
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Criptografia assimétrica

Alice

& B

______________________

Chaves publicas
encriptam a mensagem
e as privadas decriptam

X% & =% &
#* (%=H#
SHK?

Chave
publica

de Alicef """""""""

E Helloli
<<<<<<<<<g;<: |

Bob
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Ameaca Qudntica

Solucébes

Geracdo de numeros Criptografia Pos Criptografia Qudntica

aleatorios (QRNG) Qudntica (PQC) (QKD)
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Solu-«0 --tima utili za combi na- «o0 dess.as
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Quantum Key Distribution (QKD) QuliN

Cenario Prepara & Mede

uantum state
Quantum state Quantum Channe> Q

/‘ preparation detection ‘\
Eva
Alice Bob
I ! O
Q \’ < Public Authenticated Public Channel > *J I |
——

Key :1010001010011... Key :1010001010011...
~0100101110110110 - Message »1001111000011101 1 Cypher
= 1101010110101011 - Key = 1101010110101011 - Key

1001111000011101 - Cypher 0100101110110110 - Message



Redes Qudnticas no mundo

USA UK Russia
0 Boston (DARPA, 2004) O Kazan (2016)
QO Washington, DC (2006) Q Moscow (2017)
\ Q NIST local network (2006/2007/2019) O Moscow-St. Petersburg.
\ Q Columbus, Ohio (2013) O Nationwide network
\ (] ;Oambridge-Le)dngton (2018) ”
s a Baston-Washington, "
B BustorGeoriiecaliae ——
T R e N b3 : &
“H‘h‘“-u-. a v -
— §2083) . _ / 3 -./,
/ & South Korea
g Japan [ _
South Af"cff & P / " O Seongsu-Bundang (2016)

PR O Tokyo (2010/2013/2015) " @ Metropolitan network (2016)
Q Durban (2009/2010) O Nationwide network O Nationwide network

16
IEEE Communications Surveys & Tutorials, vol. 24, no. 2, pp. 839-894 (2022)



Link intercontinental — Austria-China

' Date '
06/18/2017
| 06/19/2017
06/23/2017

06/26/2017

Liao et al.,

Micius — Graz, Austna
Sifted key QBER Final key
'1361kb | 1.4% | 266 kb

T711kb | 2.3% | 10348
700kb |

1 1220 kb

7600km

Micius — Nanshan, China

Date Sifted‘ c QBER Flnal key 7‘
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07/07, {(,,. | if“ 17% 5981&
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PRL 120(3): 030501 (2018)

F

Micius — Xlnglong China

06/24/201 7

Sifted key QBER

1.2%
1.1%
1.1%

Final key
61 kb

' 141 kb

198 kb




QKD
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QKD

Apl I c a nfrasegura

Defesa, Saude, Energia
A Perda de controle de ativos de alto risco/custo
A Risco de I ntercepta-«o de comuni

A Jamming
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KMS Bob

KMS Alice
Aquina, N.Cimoli B., Das, S. et al. A critical analysis of deployed use cases for guantum key distribution and comparisonquimpost

cryptography. EPJ Quantum Technol. 12, 51 (2025). https://doi.org/10.1140/epjqt/s4lBEHF03505




Comuni ca-«0 Quantum Saf

Problemas
A Risco de acessoindevidoai nf or ma- »e s Internet
armazenadas em data centers remotos e nuvem —"sP2
\ -. 1 /l a o Partners
A Prote-«o de informa-»es e ______________'__’______________'__i____________
Soberania Digital = 5
—3 E E

DMZ
Internet Server Farm

Core Switches Extranet Server Farm

- §8 78
' Eﬁa 5@% | IntranctServerFarm |




QU IIN  CENTRODE COMPETENCIA EMBRAPII CIMATEC _ ]
Quantum Industrial Innovation EM TECNOLOGIAS QUANTICAS O p rI m el rO

Centro de Competéncia
em Tecnologias Quanticas
do Brasil

OBJETIVOS
Integrar pesquisas de ponta em aplicacoes industriais

A Dedicadoao desenvolvimento e a inovacgéo em tecnologias
guanticas com foco especial em comunicagao quantica,

A Desenvolvimento do ecossistema completo: PD&l,
formacao de RH, atracao e criacéo de startups, interacao
com empresas (adocéo e fornecimento de tecnologia)

Estabelecer parcerias com outrastituicoes de pesquisa
e empresas

FINANCIAMENTO
SENAi i PPI loT/Manufatura 4.0 do MCTI, através do Termo de
CiMATEC - FEASHI. Cooperacao 053/2023, firmado com a EMBRAPII




S QuiiN
R&D no QulIN

Pesquisar e Desenvolver * e Integrar A Systemas Qu ©nt iac o0 S
Ecossistema deCy ber segur an- a

E

QKD*

PQCA Quantum
Cybersecurity



CONFIDENCIAL |

CONFIDENTIAL

QulIN

Quantum Industrial Innovation

13

Projetos

100+

Pesquisadores

Quantum NetworkModeling
and Quantum Classical
Integration

bolsistase
estudantes

8

Startupsem
tecnologias
guanticas

Quantum Information
Theory andSecurity
Analysis

DSPand
PostProcessing
Hardware

Coherent Communicatioand
OpticalSystem Desigand Testing



QuliN
LINHAS DE PESQUISA (PD&l) & uuuuuuuuuuuuuuuu

Como gerar chaves criptogr 8f i c @an® utilizar chaves?

! !

Desenvolver m-dul os e |l ntrodu-«o de equi pamen
equipamentos exXli stentes em rede

>




Quantum Key Distribution (QKD) S QuliN

Cenario Prepara & Mede
Alice Bob

(Eve to observe)
010110101100 - - e — Quantum Comm.
assic anne XN q.c. YN

(Eve to control)

Quantums Channel 1X, Parameter Est. YI §
_|
: : : : ' 5
Discrete Variables | Continuous Variables 0 Info. Reconc g
U,, " » o U,I g
Key encoding  Single photon Field quadrature ' 0 g
polarization modulation [ S Privacvy Amp. s1E
, , - ' @
Detection Single photon Coherent |_ - m mn mm B
detecion (homodyne/heterodyne) -l, T
Post Low complexity High complexity: Symm. Cryptogra-

Low SNR, DSP Stack,
LDPC w/ unusual lengths

processing phy one-time-pad

Da Silva et al. 2025 SBMO/IEEE MTT-S e
—— and Optoelectronics Conference (IMOC)



Quantum Key Distribution (QKD) S QuliN

Prepare -and-measure scenario
Alice Bob

(Eve to observe)
010110101100 - - e — Quantum Comm.
assic anne XN q.c. YN

]
X, | Parameter Est. Yy
[

Discrete Variables Continuous Variables 0 Info. Reconc [
Un - - > U,'

(Eve to control)

Quantum Channel
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Key encoding  Single photon Field quadrature ' i
polarization modulation 1 5 Privacy Amp. S
Detection Single photon Coherent l_ i -
detecion (homodyne/heterodyne) -I, r
Post Low complexity High complexity: Symm. Cryptogra-

Low SNR, DSP Stack,
LDPC w/ unusual lengths

processing phy one-time-pad

2 Silva et al. 2025 SBMO/IEEE MTT-S International
‘:'?lcrowave and Optoelectronics Conference (IMOC)



CVQKD

DSk
PosP

rocessameit

Desafio: complexidade
computacional

Alice

@

QRNG

@ DSP Trasnsmitter
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Generated
Data
L I

Modulator

Covariance

. N Parameter Estimation
Matrix Estimation
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Non-public
data: X'
L

Information
Reconciliation

L

Decoding

(e

arrected bit
L string: Z |

Hash Function

Application Privacy Amplification

v

Secrat

—
| KeyBits |

Public data location

Detection and calibration data

S-yndromes and hash signatures

Carrectness check

Seed and Secret key Iength

QulIN

Quantum Industrial Innovation

Transmission of quantum states

: Detection

Demodulator

j— f—
Detected

| _Daa |

Parameter Estimation

(g L Y

Non-public
data: Y”
L

Information
Reconciliation

L _

Mo

orrected bit
L string: Z |

Privacy Amplification

v

f Secret
 KeyBits

Bob

DSP Receiver @

.----t--------

Decoding

Hash Function
Application

Post-Processing



@ QRNG

raw data (01011101...) Entropy random bits
Estimation
A Prototipo de bancada de gerador quantico lm E
de nimeros aleatoérios £ _ 5
3 Toeplitz &}
A Batimento com vacuo Fxractor
A Processamento offline U e . T
. . . —— Total noise ~—— Electronic Noise Output word
A Hmin = 10.61 bits comparado com 12 bits o ecenet e
para cada amostra bruta
Frequency 1/1 1/1 OverlappingTemplate 1/1
Testes de BlockFrequency 0/1 1/1 Universal 1/1
Aleatoridade CumulativeSums 2/2 2/2 ApproximateEntropy 1/1
do NIST Runs 0/1 1/1 RandomExcursions 8/8
LongestRun 0/1 1/1 RandomExcursionsVariant 18/18
Rank 1/1 1/1 Serial 2/2
FFT 0/1 1/1 LinearComplexity 1/1




, : — Analog RF SMF !
| I %9 Analog DC —PMF I
— Digi [
: : PC o —B-—]5 . Dlgltal :
[ d | [
BS : — m-— SI — : D | [
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: 1 I [
VOA | ! ZH—Lo = D !
J S EZ (W anc Bob |
OPM ), + CWL S d I
’ \ _ /
| 100 R o Desempenho FER/BER para Reconciliacdo Multidimensional (d = 8)
—— Neural network i i B o ;?;
--- Real values 102 \,
@ Im — Asymplotic 1073 Parameter Privacy
1 E 107! 2 L Estimation Amplification 9
g g | — s
% of @ :-’f @ g 10 @ - . randomness l
S E 10-2 size . extractor
At 10-¢
5 10730 10 20 30 s 40 50 60 oz -20 -18 -16 71LéNR (dB;lz =10 -8 -6
Distance [km]
2 4 0 1 2 s o
In-phase L. Galvdo et al., 2026, Quantum Sci FER/BER para Reconciliagdo REPAQ Randomness Extraction
Recuperacdode PCS 64QAM Technol. 10.1088/2058-9565/ae4268 Multidimensional com codigos and Privacy Amplification for
constellation com DSP offline METFLDPC Quantum processes

Ge¢l ¢ We PMLWI MBAUIJ UJPEﬁtimqu?'qs IErjallrametros composivel
usando piloto QPSK com redes neurais
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TESTBED PARA
APLICACOES

A CV-QKD Comercial

A LuxQuanta

A 1aunidade na America
Latina

A Instalada e gerando Chaves




. AplicacOes & Casos de Uso

quiin.senaicimatec.com.br/



Redes QKD metropolitanas

Desafios
A QKD gera chaves entre 2 pontos

10°

Secret key rate (bits/use)

— Trusted

— Untrusted

A Taxa de chaves cai exponenci a

A Coexistecommi@aanai s cl| §ssi
CVi QKD
Menoralcance Tat ® 20 dB

Menos Sens?vel

b

presen-a deenpstyeol

C O0S

DVi QKD

20

75 100 125 150 175 200

Distance (km)

Maior alcance 1 at ® 30 dB

b

Transmi ss«o na banda C pgéassymels sS«0 na
fibras especiais (ocas e ~ multicore ) ou fibra

dedicada

cabhaéesen-a

banda

de

O,

33

d

o

a



DA SI LVA, VALERI A
Photonic Networks and Devices,
2025, p. NeM3C.1.

Alternativas

Fibra apagada @ C -band: ~0,2 dB/km

QKD Transm itter @ 1550nm Optical Fiber QKD Receiver @ 1550nm

Fibra instalada @ O -band: ~0,35 dB/km + 2.0 dB
(b)

QKD Transmi itter @ 1310nm QKD Receiver @ 1310nm

cCwWDM cwDm
Optical Fiber




DA S| LVA, VALERI A
Photonic Networks and Devices,
2025, p. NeM3C.1.

Redes gqudntica metropolitanas

Desafios
A QKD gera chaves entre 2 pontos
A Taxa de chaves cai exponencial mente com a d
A Coexi stcommi@anais cl §ssicos
Maker Model Protocol Max SKR (kbps) Loss Budget
(db)
Clavis XG DV- Decoy-State BB84 ~50 (700,000 AES-256/h) 24 dB or 30 dB
QKD
HEQA Sceptre Duo  DV- Decoy -State BB84 20 @ 1550 nm 20 dB
Security QKD 18 @ 1310 nm
Toshiba Long Distance DV- Decoy-State BB84 300 @10 dB 30 dB (150km)
QKD
Toshiba Multiplexed DV- Decoy-State BB84 300 @ 10 dB 30 dB (90 km)
QKD
35
Luxquanta Nova LQ CV- GGO02 not publically disclosed 12 dB (old))

'aY’dn) 5N AD o)



Resiliéncia de link virtual na rede metropolitana de Salvador

Objetivo :

1. Condi denese r an-««ueais.

2. Entender a 1 nf | u°dac icamada
gerenciamento de chaves
Y BasejumpSIM da evolutionQ

de

Topologia : subconjunto da REMESSA (Rede

Metropolitana de Salvadorcom4n - slinksf 2 si cos

Link Capacity (keys/s) Demand (keys/s)
100-101 39 5
100-103 17 5
101-102 44 5
102-103 21 5
100-102 0* 39

Note: keys/s denotes keys per second, where each key has a length of 256
bits. *Indirect link (no direct physical QKD link).

M. de Araujo et al, ICTON 2026
QulIN/UFBA/evolutionQ

Rotas:
A Rota pri m8lp1182 A: 100
ARota secund®8102a B: 100
SENAI CIMATEC
(SITE-100) ¢
PRODEB
(SITE-101)
4 Km
¥ SERPRO
(SITE-102)
IMBUJ
JURINHO 16 Km
Salvador eV 34 Km
UFBA L KRR to attend the indirect
PoP-BA/RNP GF ‘ link's demand:
(SITE-103) Y Pado i
: A A === KRR Route A: 26 keys/s
? KRR Route B: 13 keys/s

Fig.1l: H 8duas rotas, Ae B, p 0 s s ?para ¢osectar o link
virtual, com demandas (key relay rate - KRR) de 28 e 13
chaves por segundo, respectivamente.



Quantidade de chaves disponiveis para consumo no link virtual

Step 1/ Step 3

[KRR: 26 keys/s

SENAI CIMATEC
SITE-100

PRODEB
SITE-101

New Keys Rate: 39 keys/s

UFBA/Pop-BA
SITE-103

SERPRO
SITE-102

KRR: 13 keys/s

Step 2

[KRR: 0 keys/s

SENAI CIMATEC

SITE-100

PRODEB
SITE-101

+ New Keys Rate: 15 keys/s

UFBA/Pop-BA

SITE-103

SERPRO
SITE-102

KRR: 15 keys/s

Available Keys

S0000 +

40000 +

30000 1

20000 +

10000 A

= Link: 100-101 (direct)

Link: 100-103 (direct)
Link: 100-102 (virtual)
Failure interval - Link: 100-101

Time

M. de Araujo et al, ICTON 2026




Quantum Industrial lnnovation

Oportunidades

Tecnol ogi as Qu®©nticas pa
mas ailnda h8 muitas opor

A QRNGs
A Otimiza-«o0 da f ontvetaxde@eclaves)r opi a (cust o
A Otimiza-«o0o dos extratores
A Acel era-«o por hardwar e

|l ca- «0 Seqgur e

A PIC
A QKD
A CV-QKD traz oportunidade de coexiste°ncia coc
potenci al para I ntegra-«o0o e redu-«o0o de cu:
A Sistemas h2bridos podem trazer o mel hor d:

A Sistema de gerenciamento de chaves (KMS)
A Permitem estrat®gias para redes resilient e



Visao e Futura

Criptografia Qu®©ntica |
Di stribui-«o0o de
Quantum Key Distribution (QKD)

Quantum Random
Number Generation
(QRNG)

PQC: Post Quantum
Cryptography

Chaves

DV/CV - QKD
FSO - QKD

QKD Network:
Classical -Quantum

Dias de Hoje

Quonti cas

I
Redes

QKD MDI

(Entanglement Based)

Computa-«0 Qu®ntica

QUEm L [ € ere Distribu2da

Entanglement Distribution L 4 L v

Quantum Memories / Repeater |l nternet

(mee©ontea—pnuodntica

Sensores QuW@mipiudmas «o Quo©nti ca
Di str i bu?2 dnNuvem as Cegas
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Coordenadora
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